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Abstract: In the rapidly evolving automotive industry, Systems-on-Chips (SoCs) are playing an increasingly 

crucial role in enhancing vehicle intelligence, connectivity, and safety features. For enterprises whose business 

encompasses automotive SoCs, the sustained and stable provision and receipt of SoC relevant goods or services 

are essential. Considering the imperative for a resilient and adaptable supply network, enterprises are concentrating 

their efforts on formulating strategies to address risks stemming from supply chain disruptions caused by 

technological obsolescence, natural disasters, and geopolitical tensions. This study presents an open supply 

knowledge extraction and complement approach and build a supply chain network of automotive SoC enterprises 

in China, which incorporates cross-domain named entity recognition under limited information, fuzzy matching of 

firm entities, and supply relation inferring based on knowledge graph. Subsequently, we exhibit the degree and 

registered capital distribution across firms, and analyze the correlations between centrality metrics in the supply 

chain network. Finally, two interaction disruption models (IDMs), based on recovery capacity and risk transfer, are 

developed to elucidate the adaptive behaviors and effect of network disruptions under various business and attack 

strategies. This research not only aids in exploring the complexities of Chinese automotive SoC supply chain but 

also enriches our understanding of the dynamics of firm behavior in this crucial industry sector. 
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1. Introduction 

As global politics, economics, and culture undergo continuous transformation, the international trade 

environment has become increasingly sever along with uncertain factors growing. Supply chain disruption risks 

constantly threaten the stability and efficiency of global semiconductor trade markets. Consequently, enhancing 

supply chain’s ability to predict and withstand risks posed by natural disasters, social security issues, public health 

crises, and political conflicts has emerged as a significant strategic necessity for national economic and societal 

development[1]. Disruption in the supply chain refers to an event that interrupts the flow of goods or services, 

potentially resulting in severe outcomes such as financial losses, reduced operational efficiency, and decreased 

competitiveness[2,3]. In specific industry sectors such as semiconductors, information technology, and artificial 

intelligence, the presence of monopolistic enterprises is notable. Should these firms face bankruptcy, the resultant 

disruption in the entire supply chain could lead to unimaginable consequences for global trade supply chain. 

Within semiconductor industry chain, the design, production, and processing of SoCs along with the sourcing 

of raw materials, are subject to stringent regulations by various countries[4,5]. In imbalanced international trade 

environment, vehicle manufacturers in China predominantly rely on foreign monopolistic firms for their supply of 

SoCs. Limited supply information exists regarding the supply connections between chip design, equipment 

manufacturing, and raw material supply enterprises. In cases of decoupling or supply chain disruptions, these 

companies face challenges in securing a suitable replacement to maintain their automotive supply continuity[2]. 

Hence, selecting suitable replacement cooperative firms and evaluating the effects of disruptions are of extreme 

concern. Knowledge graph and complex network technology provides a pivotal perspective for addressing this issue. 

Employing knowledge engineering to delineate the supply chain network enables the acquisition of insights into 

enterprises interaction, offering both a theoretical framework and practical support to bolster the robustness and 



resilience of supply chain[6]. 

However, supply information has always been the object of serious confidentiality of most enterprises, and it is 

extremely difficult to obtain, especially in automotive SoC industry. But there are plenty of relevant information 

about manufacturing and sales of automotive SoCs in open domain databases. The explosive growth of internet data 

contains high-value interaction information of automotive SoC supply chain. Massive amount of supply chain data 

recorded and collected during search engine usage and web browsing forms a comprehensive data repository. By 

deeply mining the hidden relationships among data, we could extract the huge supply information embedded within. 

Confronted with the challenge of utilizing such a diverse and extensive collection of large-scale, multi-sourced, 

heterogeneous data, the development of efficient methodologies for extraction of valuable insights from this data 

emerges as a critical issue requiring immediate attention[7].  

 

Fig. 1. Examples of interaction behaviors among firms of Chinese automotive SoC industry. 

To address these challenges, we introduce an Open Supply Knowledge Extraction and Complement (OSKEC) 

approach. This approach is designed to extract and complete the cooperative relationships within supply chain from 

open domain database according a standard process. It identifies appropriate suppliers based on up-to-date open 

information and generates a real-world supply chain cooperative network.  

This supply chain network could be regarded as a Complex Adaptive System (CAS). A CAS is defined as an 

“interconnected network of multiple entities that exhibits adaptive action in response to both the environment and 

the system of entities itself”[8–10]. To model this complexity in the CAS of automotive SoC supply chain network, 

two Interaction and Disruption Models (IDMs) are developed. Our simulation results indicate that automotive SoC 

companies can boost their resilience by enhancing their innovation and cooperation capabilities. In addition, we find 

it is more advantageous for an enterprise to suffer risks independently rather than transferring them to business 

partners under certain conditions. 

All in all, this study models the interactions and disruption behaviors by constructing a network of the Chinese 

automotive SoC supply chain applying the OSKEC-IDM framework, which could be divided into three stages. First, 

OSKEC approach is proposed to extract relevant open domain knowledge. Second, data is gathered from open 

domain to establish a foundational firm entity dataset. The relationships between firm entities are complemented 

through inference technology, facilitating the expansion of scale of supply chain network. And the characteristics of 

the supply chain network are analyzed. Subsequently, two IDMs, based on recovery capacity (RC-IDM) and risk 

transfer (RT-IDM), respectively, are developed to simulate the complex behaviors of Chinese automotive SoC 

enterprises. we explore proactive strategies that enterprises can implement to enhance the supply chain resilience 



against disruptions. In Conclusion, this research proposes a practical and effective supply chain network construction 

framework and provides invaluable insights in Chinese automotive SoC supply chain to help enterprise strategy 

maker to understand the complex and dynamic interaction behaviors. 

2. Literature Review 

This section covers the literature related to the modeling of supply chain network structures and their interaction 

and disruption behavior as a complex adaptive system.  

2.1 Supply chain model construction 

Initially, models of the supply chain are proposed as linear and sequential, illustrating the chain as a simple 

series of nodes such as suppliers, manufacturers, and retailers, each connected to the next[11]. This approach often 

leads to oversimplification of the supply chain structure. Chain models typically assume a direct flow of products, 

information, and finances from one stage to the next without considering the multiple interactions that might occur 

at each node[12]. To overcome these limitations, modern supply chain models have evolved to incorporate network-

based perspectives and advanced analytics.   

Massive simulation experiments were carried out for modeling supply chain networks, which provide valuable 

insights into complex system behaviors under various scenarios, but with inherent limitations in the lack of real-

world complexities consideration[13–17]. Additionally, these models often lack access to real-world data, significantly 

limiting their accuracy and reliability. These limitations stem from the simplifications and assumptions necessary 

for computational models and simulated data, which unable to fully capture the intricate dynamics, unpredictability, 

and variability of actual supply chains. This can result in a gap between the theoretical outcomes produced by 

simulations and the practical experiences observed in real-world operations. To address these issues above, 

researchers increasingly paid attention on real-world supply chain network structures. Pathak et al. discussed and 

described the features of American automotive supply chain network, obtained that the network environment type 

plays a decisive role in the formation of structures in the process evolution[8,18]. Kim Y et al. used social network 

analysis methods to study the linear supply chain structure of byers and suppliers, and applying this framework to 

the analysis of three actual automotive supply chain network case studies[19]. Zeng Y et al. introduced a method 

based on network load entropy to assess the vulnerability of networks and demonstrated through modeling and 

analysis of a cluster-type supply chain network in a specific industrial area, illustrating the effectiveness of this 

method in vulnerability assessment[20]. Kito T et al. have discussed the impact of market fluctuations, product 

standardization, technological advancements, and financial dependencies among companies on the structure of 

automotive supply chain networks, by analyzing actual data indices from these networks. Subsequently, they 

analyzed the comprehensive data in automobile parts supply chain network and clarify the closeness between 

strategies and product type[21,22].  

More and more researcher modeling supply chain structure through real-world data, Lu and Cai et al. utilized 

business data from the Chinese National Important Products Traceability System (NIPTS) to construct a triple-layer 

supply chain model encompassing farm, slaughterhouse, and retailer stages[23,24]. Brintrup et al. assembled a large-

scale empirical data set on the supply chain of airbus and apply the new science of networks to analyze how the 

industry is structed[22]; Calatayud et al. explored the risks that international freight flows are exposed to as a function 

of multiple complex structure of liner shipping networks and showed that the country plays significant role in the 

network[25]. Substantial research has shown that employing real-world data enables a more precise characterization 

of the nodes representing businesses within supply chain networks, and enhances the description of the relationships 

among these enterprises[26]. 

However, the aforementioned studies generally depend on specialized datasets or assumptions that may not 

accurately mirror current or future conditions, leading to a discrepancy between the theoretical supply chain structure 

and the actual structure observed in real-world. Therefore, while these models are useful for understanding general 



structure and preparing for predictable scenarios, they should be used with caution and supplemented with up-to-

date real-world data whenever possible. In addition, the exploration of their structure of supply chain remains limited 

due to data security concerns and governmental influences in certain industries such as automotive SoCs.  

2.2 Interaction and disruption models of supply chain 

Traditional supply chain model, such as linear programming, network flow model and transportation model, 

typically emphasize linear and local chain structures, focused on direct upstream and downstream relationships, 

which thus fall short in capturing the complexity of modern supply chains and fail to adequately represent the 

multiple attributes of supply chain nodes and the diverse interactions across different levels of the supply chain 

network[12,27]. Furthermore, with the increasingly complexity of supply chain network, the dynamics of interaction 

within the supply chain network are critical for its effective operation and resilience. 

The interaction and disruption behaviors of supply chain network are increasingly being analyzed from the 

perspective of complex adaptive systems. [2,28]. Based on the seminal work of Choi et al., a CAS is a self-organizing 

system, and it reconfigures its internal and external linkages to continually evolve over time[10]. Subsequently, Kim 

et al. and Nair, Narasimhan note that complex adaptive system is a useful theory in describing supply chain network 

structures[29,30]. Pathak et al. term supply networks as a typical case of CAS because a supply chain will adapt via 

interactions of nodes within the network and evolve over time [16]. These interactions are not merely transactional 

but involve strategic collaboration, information sharing, and mutual dependency among various stakeholders, 

including suppliers, manufacturers, and customers.  

However, the interconnected nature of modern supply chains makes them susceptible to a wide range of 

disruptions, which can propagate quickly across the network, affecting multiple entities simultaneously[22,25,31]. The 

disruption of supply chain refers to unexpected event or series of events that significantly interrupts the normal flow 

of goods and services within a supply chain network, potentially leading to delays, increased costs, reduced quality, 

or complete failure in meeting customer demands till bankruptcy[2,3,32,33]. Disruptions in the supply chain could arise 

from a variety of sources, including natural disasters, geopolitical tensions, economic fluctuations, and technological 

failures[31,33].  

Viewing the supply chain network as a CAS provides a valuable approach for studying the effects of disruptions. 

In the disruption process, a company’s behavior is shaped by its specific characterize, making it intriguing to 

investigate how firm’s business interaction strategies evolve. For example, Kim et al. find that if a single central 

node acts as the focal point for aggregating supply and distributing demand, any disruption to this critical node could 

potentially lead to the complete cessation of operations across the entire supply chain network[29]. Wang et al. 

investigate the financial repercussions at the firm level resulting from supply chain disruptions during COVID-19. 

They explore how companies’ supply chain diversification strategies—encompassing diversified suppliers, 

customers, and products—mitigate the adverse impact on firm performance[33]; Takawira et al. explore the key lesson 

that a comprehensive demand management strategy need to be adopted by pharmaceutical companies to improve 

demand visibility, responsiveness and supply chain resilience[34]. The impact of company strategies in the field of 

disruption can be profound, leading to significant market shifts and resilience reduction within the industry supply 

chain. Moreover, the ripple effects of strategies can extend beyond the immediate supply chain, affecting economies 

and societies at large. Thus, understanding the mechanisms of interaction and disruption within supply chains is 

paramount for developing effective strategies to mitigate risks and enhance resilience. IDM facilitates a 

comprehensive understanding of the repercussions of in complex adaptive systems, which is an effective 

methodology to simulate the effects of disruption spread within sociology[35], ecology[36] and medicine[37], and 

enhances the capability for improved management and strategic planning across diverse sectors, enabling 

stakeholders to address and mitigate potential challenges effectively. 

The discussion above illustrates the importance of developing appropriate models to capture the interaction and 



disruption behaviors within supply chain CAS. However, previous models of supply chain networks lack a detailed 

exploration of the mechanisms of disruption impacts and the global changes across the entire network. This 

highlights the need for IDMs that can provide a more comprehensive understanding of how disruptions affect these 

complex systems. 

3. Research Methodology 

3.1 Overall Framework 

This study aims to understand the complex adaptive interactions and disruption behaviors in supply chain 

network. For this purpose, we propose an OSKEC-IDM framework for supply chain network construction and 

cascade failure stimulation. As shown in Fig 1, this framework consists of two modules, the open supplier knowledge 

extraction and complement (OSKEC) approach for supply chain entities recognition, name disambiguation and 

relationship inference, and the interaction and disruption model (IDM) for cascade failure simulation in  supply chain 

network.  

 

Fig. 2. Architecture of the OSKEC-IDM framework. 

Initial data collection was achieved by scraping a database to gather information on firms, encompassing both 

their financial data and the relational data among companies. Besides, we get firm entities from open domain dataset 

mainly including relevant research reports and news reports. Next, the relationships among suppliers are deduced 

using LLM (Large Language Model) and Knowledge Graph (KG) inferencing technology, which helps expanding 

the scale of supply chain network. Subsequently, the characteristics of the network are analyzed, and models are 

employed to assess the impact of disruptions in various scenarios. Finally, we explore proactive strategies that 

companies can implement to enhance their supply chain resilience against disruptions. 

In OSKEC-IDM framework, the input is both open domain data and professional data specific field, which 

includes comprehensive enterprises cooperation corpus and the output is simulation result of disruptive networks. 

Besides, dynamic cross validation is used to compare the simulation results with real-world data, ensuring that 

OSKEC-IDM framework accurately reflects real-world scenarios. 

3.2 The Open Supplier Knowledge Extraction and Complement Approach 

As a core component in new energy vehicles, automotive SoC is essential for integrating multiple functionalities 

and systems and ensuring high performance and reliability in the automotive industry. The development and 

operation of automotive SoC require the collaboration and supply from numerous chip design and manufacturing 

firms, which generates massive relationships and interactions among different firms. Simplistically, supplying 

relationships can be streamlined into a series of triplets like <entity a, relationship, entity b> within a supply chain 

network. For example, the triplet <Material suppliers, provide materials, Semiconductor foundries> in Fig. 1 

represents that the material suppliers provide materials to semiconductor foundries.  

Given the challenge of accessing comprehensive supply information on automotive SoC field, we propose an 



open supplier knowledge extraction and complement (OSKEC) approach for network construction of suppliers, as 

shown in Fig. 3. Open domain data refers to open resource dataset and Internet website information that are freely 

accessible by the public without any copyright or proprietary restrictions. This type of data is crucial for research, 

development, and educational purposes, as it promotes transparency, innovation, and collaboration across various 

fields. In contrast, professional data often requires specialized technical methods or incurs commercial costs to gather, 

typically involving proprietary or restricted datasets that are not openly available for public use.  

In the OSKEC approach, a method tailored for low-resource environments to construct supply chain networks 

is developed. First, for open domain data, a substantial array of firm entities named as “Open Entities” is extracted 

from diverse industrial field. Subsequently, cross-domain transfer learning is used via GPT-NER to identify the firm 

entities. Concurrently, entity and relation extraction from professional database is proceeding, incorporating open 

entities to “Basic Entities”. Following this integration, the preprocessing of firm entities is executed using fuzzy 

matching technologies to rectify discrepancies in name conventions, exemplified by variations such as "NVIDIA," 

"NVDA," and "Nvidia Corporation.". Ultimately, relation completion is carried out in the matched triplets leveraging 

Large Language Model (LLM) and Knowledge Graph (KG). This method relies on supply relationships sourced 

from professional databases, which ensures a feasible strategy for construction of supply chain network even when 

definite supply data is lacking. 

 

Fig. 3. The OSKEC approach. 

3.2.1 Entity Extraction 

Open domain includes massive supplier information. Named entity recognition (NER) is used to find firm 

entities in supply chain from open domain datasets and professional databases. we could extract various open entities 

using NER technology. The entities are not all relevant to the specific industry field we want to explore, but they are 

important resource to solve the low-resource problem of domain entity recognition like automotive SoC suppliers.  

NER is a typical sequence labeling task, give a sentence 1,{ , }nX x x= , it assigns an entity type y Y  to each 

word x  , where Y   denotes the set of entity labels and n   denotes the length of the given sentence. A common 

approach to is to formulate it as a sequence labeling task. Subsequently, fine-tunning GPT-NER is used to resolve 

the problem that there is the gap between the two tasks the NER and LLM prompt construction, the former is a 

sequence labeling task in nature while the latter is a text-generation model. GPT-NER exhibits a greater ability in 

the lower-source and few-shot setups, when the amount of training data is extremely scarce, GPT-NER performs 

significantly better than supervised models, which is suitable for the domain of industry field lacking numerous 

supply information. GPT-NER can be decomposed into the following three steps: firm datastore construction, entity 

representation extraction and few-shot demonstrations for LLM prompt. As shown in Fig. 4. 

(1) Firm datastore construction 

The train dataset comes from open domain in Specific SoC supply chain, we use automated scripts to label 

approximately 8,505 train records via “BIO” label method[38], then the NER model is fine-tuning by this dataset. 

(2) Entity representation extraction 

In order to identify firm entities in specific field, we adapt fine-tuning pre-trained models for NER task. This 

process involves fine-tuning the model to align with specific tasks and domains. adapting them to specific tasks and 



domains. By doing so, we enhance the models' performance in recognizing entities within the specialized domain.  

Representation extraction aims to obtain the high-dimensional vector representation for each token within the 

input textual sequence. We use BERT[39] as the encoder model to represent the high-dimensional vector of corpus 

related to supply chain enterprises, and the output of BERT is 1m

ih   ,where n  denotes the length of the input 

sentence and m  denotes a variable parameter of the dimension of the vector. Then each embedded high-dimensional 

vector h  is sent to a multi-layer perceptron and then generates the distribution over the named entity vocabulary 

using the softmax function: 

 
1

NER softmax MLP ( )mhp =    (1) 

Based on NERp , the embedded high-dimensional vectors are classified into labels according to a softmax layer, 

where “Nvidia” and “wafer” are two recognized entities. 

 

Fig. 4. An example of entity-level embedding and few-shot demonstrations in GPT-NER. 

(3) Few-shot demonstrations for LLM prompt 

In step 3, the few-shot demonstration is appended to the prompt. It serves as the following two purposes: First, 

it regulates the format of the LLM outputs for each test input, as LLMs will (very likely) generate outputs that mimic 

the format of demonstrations. This is vital for the NER task as we need the output format to be consistent so that we 

can parse the output in the form of natural language to NER results; Second, it provides the LLM with direct evidence 

about the task and references to make predictions. 

We get firm entity vector representation from step 2, then we could retrieve k nearest neighbor (kNN) of the 

input sequence from the training set[40] via cosine similarity. It is worth mentioning that we use entity-level 

representations instead of sentence-level representations. The shortcoming of kNN based on sentence level 

representations is obvious: NER is a token level task that focuses more on local evidence rather than a sentence-

level task, which is concerned with sentence-level semantics. A retrieved sentence (e.g., It is a semiconductor 

company) that is semantically similar to the input (e.g., Nvidia is a semiconductor company) might shed no light on 

the NER the input contains. In the example above, the retrieved sentence contains no NER and thus provides no 

evidence for tagging the input. 

To resolve the issue above, we need to retrieve kNN examples based on entity level representations rather than 

sentence level representations. For a given input sequence with N entities, we first iterate over all tokens within the 

sequence to find kNNs for each entity, obtaining K × N retrieved tokens. Next, we select the top k tokens from the 

K × N retrieved tokens, and use their associated sentences as demonstrations. 

The demonstration sequentially packs a list of examples, where each example consists of both the input 



sequence X and the output sequence W: 

Input: [Example Sentence]1 

Output: [Labeled Sentence]1 

··· 

Input: [Example Sentence]k 

Output: [Labeled Sentence]k 

where k denotes the number of demonstrations. 

3.2.2 Cross-domain Transfer Learning and Fuzzy Matching 

Supplier information is often treated with strict confidentiality by various enterprises, making it exceedingly 

difficult to access, particularly in the specific industry like automotive SoC industry. In order to overcome the 

difficulties and compensate for the lack of data, cross-domain transfer training has been utilized in NER tasks. 

Integrating external knowledge sources, such as financial databases, stock information, and marketing data, could 

further improve NER performance by supplying extra context for named entities not covered in the training dataset. 

Blind mixing of all the available datasets has been proved not to be desirable[41], thus we select open domain related 

to automotive and IC industry, it’s obviously performed better that some irrelevant data source. Besides, numerous 

studies have shown that GPT-NER is based on fine-tuning pre-trained models and performance better in few shot 

tasks[38,42,43]. 

 

Fig.5 Cross-domain transfer learning. 

In OSKEC, this approach emphasizes the preservation and application of insights acquired from addressing a 

particular issue to supply chain network construction. It involves educating a model using extensive datasets, then 

leveraging this acquired knowledge to benefit another model trained with limited data in Chinese automotive SoC 

industry. By utilizing information across various domains, this method significantly improves entity classification 

in languages with scarce resources. However, transfer learning introduces the challenge where a single firm entity 

may have different names across various fields. To address this issue, fuzzy matching techniques are employed. 

We use Levenshtein distance, also known as the edit distance, to measure the difference between pre-processed 

similar firm entities. The Levenshtein distance (represented as L  ) between two firm strings a   and b   can be 

calculated using a dynamic programming approach. Then, the similarity S   of these two firm strings can be 

represented as  

 1
max(| |,| |)

L
S

a b

 
= − 
 

  (2) 

where | |a  and | |b  represent the length of firm strings a  and b , respectively. For Example, we calculate the S  

between NVIDA and NVDA, and get the S  as 0.89. The higher the similarity score between firm entities is, the 

more similar the two entities are. Then we make all firms with a similarity score above 0.6 are grouped as the same 

firm. Next, we concentrate on supply relation completion between different companies. 

3.2.3 Relation Completion 

Triplets can naturally be represented as a knowledge graph (KG). In automotive SoC supply chain relation 



completion, the supply knowledge graph G  is a directed graph, in which vertices represent entities  , and each 

edge can be represented as a triplet ( , , )h r t , where h , r , and t  correspond to the head entity, relation, and tail 

entity, respectively. Relation completion task is to infer missing triplets given an incomplete knowledge graph G . 

Under the commonly used entity ranking evaluation method, tail entity prediction ( , ,?)h r   requires ranking all 

entities given h  and r , and head entity prediction (?, , )r t  is similar. In this study, for each triplet ( , , )h r t , we add 

an inverse triplet 
1( , , )t r t−

, where 
1r−
 is the inverse relation of r , thereby only needing to deal with the tail entity 

prediction problem[44]. In this section, the purpose is to complete matched triples through the collaboration of LLM 

and KG. 

 

Fig.6 An example of relation completion using LLM×KG. 

LLMs often demonstrate certain limitations in their ability to absorb new information, in generating 

hallucinations, and in the transparency of their decision-making processes[45]. We integrate specific supply chain KG 

into LLMs, thereby expanding our acquired triplets. The steps are as followed: (1) Traversing representative firm 

entities in acquired triplets and integrating them into the prompt; (2) Looking for entities related to the representative 

firm entities and integrating into the prompt, then LLMs generate answer with our prompt, web resource and its 

inherent knowledge; (3) Continuing step (2) until obtain enough firms which have supply relationship with the 

representative firm entities. 

3.3 Supply Chain Network Construction and Analysis 

It’s natural to convert the triplets in KG to a supply chain network. The triplets of nodes and relationships can 

be directly mapped to the nodes and relationships in a complex network model. We first analyzed the basic 

topological structure of this supply chain network. In addition to conventional network metrics, we also obtained the 

registered capital information for each company from the professional database, which serves as an indicator of their 

influence within the supply chain. Then we calculated various centrality metrics, and compared their correlations. 

Furthermore, as previously mentioned, there are plenty of studies view supply chains as complex adaptive systems 

for analysis[10,16,29,30]. Therefore, we constructed two complex adaptive models to explore the propagation of supply 

chain disruptions across the network and their overall impact on the supply chain network. 

3.3.1 Network Construction 

OSKEC approach receives automotive SoC supply chain knowledge and outputs integrated triples. The triplets 

in knowledge are primitively to be transformed into edges and nodes within complex network. For a triplet ( , , )h r t , 

the head entity and tail entity can be represented as firm nodes 
iv  and jv , and the r  is represented as supply relation 

ije .  



There is normally bi-directed cooperative relation between two firms in Chinese automotive SoC industry. Thus, 

we use an undirected network to model the supply relation between two automotive SoC firms to address this issue. 

In this network, iv   and 
jv   denotes the firm node i   and j   of automotive SoC firms, respectively. 1ij jiee ==  

denotes that there is supply relationship between firm i  and firm j  , otherwise there is no supply relation in them.  

Maintaining only a single fundamental supply relationship between two supplier entities (for example, supply 

relationship between TSMC and Nvidia). Furthermore, the automotive SoC supply chain is represented as an 

undirected network denoted by ( , )G V E . 

3.3.2 Network Analysis 

Understanding complex network indices and metrics how corresponds real-word complex trade phenomenon 

is a challenging task. However, we still could get some insights from these complex indices owing to they could 

represents complex structure in Supply chain network in a way. For example, the average path length in networks 

denotes the average number of steps along the shortest paths for all possible node pairs, and the shorter average path 

lengths typically suggest a more efficient and responsive supply chain. Moreover, a smaller network diameter might 

indicate a compact network where suppliers and manufacturers are closely linked, potentially reducing transport 

times and costs but perhaps increasing vulnerability to localized disruptions. From community partition perspective, 

modularity is used to define and quantify the cooperative relationships within supply chain network. Modularity of 

Louvain algorithm is defined as: 

 
1

( ) ( , )
2 2

i j

ij i j

ij

k k
SQ C C

m m
= −    (3) 

Where m  denotes the total number of edges within the network, ijS  indicates whether there is an edge between 

node i  and node j , with 1 for an edge present and 0 otherwise. Furthermore, iK  represents the aggregate count of 

edges connected to node i . iC  and 
jC  represent the community affiliations of nodes i  and j  belong, respectively. 

In instances where both nodes are members of the identical community, ( , )i jC C   is assigned a value of 1; 

conversely, it is set to 0.  

Further, we compare a set of classic network centrality metrics in 4.3 and they are defined as follows in supply 

chain network. Firm nodes that hold the higher page rank/hub value within a supply chain normally are key 

influencers or critical suppliers. These nodes are pivotal in maintaining the flow of goods and information across the 

network. Clustering coefficient and triangles are both used to describe the local connection features in a supply chain 

network, which suggest the degree that companies tend to cluster around key players. Nodes with high eigen 

centrality in a supply chain are those that are not only well-connected but also connected to other well-connected 

nodes. As for closeness, firm nodes with high closeness centrality in a supply chain means they could quickly interact 

with all other nodes, making them efficient for roles like centralized manufactures or distribution centers that need 

to send or receive goods to (from) all parts of the network swiftly. High between centrality suggests firm nodes that 

frequently occur on the shortest paths between other nodes in the supply chain, hold strategic importance as control 

points for the flow of goods and information. Enhancing these firm nodes can significantly impact the supply chain's 

robustness and resilience. 

3.4 The Interaction and Disruption Model 

In this section, we introduce two interaction and disruption models based on recovery capacity and risk transfer, 

respectively, from complex adaptive system perspective.  

3.4.1 Interaction Behavior 

In supply chain network, undirected edges represent bilateral cooperation between firm nodes, including 

upstream and downstream collaboration. Hence, any business action of one will influence all its connected  firm 



nodes, which also means that the disruption will spread along with the bilateral cooperation till the whole Chinese 

automotive SoC supply chain network is completely destroyed. Besides, due to the great disparities in registered 

capital among enterprises in real-world Chinese automotive SoC supply chain, we take the logarithm of registered 

capital to mitigate this impact. This approach helps balance the differences in capital magnitude among firms and 

more accurately reflects their importance in the supply chain. Both the interaction behaviors and disruption methods 

in this research are based on the assumptions above. 

Each enterprise seeks to find am optimal strategy to ensure itself in a safe position in the supply chain under 

this propagation of disruption. We assumed that the risk propagation in the supply chain is sequential, that is, the 

state of an enterprise at a certain moment is determined by the state of its neighbor nodes and the state of the 

enterprise itself at the previous moment. Thus, the state of node i  at time of t  is ( )is t , and the influence of its 

neighbor node j   is * ( )j js t −   , 
j   denotes the effect of the neighbor node j   on node i   and 0 1j   . 

Moreover, a number of researches have proved that the more registered capital a firm has, the stronger its ability to 

confront to risk[31,46]. Thus, we definite the anti-risk ability of a firm is (* )ic t −  , which ( )ic t −   denotes the 

logarithm of registered capital of firm node i  at time of t − ,   denotes the anti-risk coefficient and 0 1  . 

Furthermore, the disruptive enterprise will dispersal its risk to its neighbor nodes, which will cause a cascade 

failure to the whole supply chain network. On the one hand, an enterprise may opt to transfer portions of the risk 

from itself to its neighbors. However, once the number of its alive neighboring nodes decreases, the enterprise itself 

will have to undertake a greater share of the risk, which also means that the enterprise is more possible to be failure. 

On the other hand, an enterprise could choose to undertake all the risk independently, which may increase the 

likelihood of disruption. In this situation, all firm nodes will continue this process until they are disruptive. In 

conclusion, each enterprise relies on its supplier and forms a community with shared interests. Nonetheless, an 

enterprise must decide whether to offload risk to its suppliers. If an enterprise opts to transfer the risk, the immediate 

outcome may be favorable, enhancing its survival prospects. Besides, it will also face heightened vulnerability if its 

neighbor suppliers sustain damage. Selecting the appropriate strategy is crucial. Our research models the risk 

propagation process and assesses whether it is advisable for major firms to transfer risk to their suppliers. 

3.4.2 Disruption Method 

The largest connected component of network (also as largest connected subgraph) always is used to represent 

the vital features of specific social, finical, technological network[47]. We also use the largest connected component 

to represent the whole Chinese SoC supply chain features and ignore some boundary firm (with on edges connected 

with other firms). 

We use Louvain algorithm to partition the communities within Chinese automotive SoC supply chain network, 

and there is a clear demonstration of community distribution (shown in Figure 7), where enterprises with significant 

influence in automotive SoC field often play a crucial role in the network. As the leaders of the supply chain, they 

have a significant impact on the entire supply chain's operations. By analyzing and studying the behaviors of these 

key companies, we can gain insights into the overall pulse of the automotive SoC supply chain. This understanding 

paves the way for further analysis and research on the interactions and disruption models within the entire automotive 

intelligent chip supply chain network. In the real world, some firms have the certain possibility to be attacked under 

random events, such as policies change, finical crisis and natural disasters. Under different attack policies, the 

cascading interruption process of the entire network is different. Choosing degree, closeness centrality and registered 

capital as the measures to select the initial disruptive firm nodes, and three network attack strategies are as followed: 

• High degree attack (HDA): targeting nodes with the highest number of connections to quickly dismantle 

the network's most interconnected components. 

• High closeness centrality attack (HCA): focusing on nodes that have minimize distances to all other nodes 



due to their strategic positions, thereby probably disrupting the network structure fast. 

• High importance attack (HIA): selecting nodes based on their risk-taking capacity (registered capital), 

aiming to maximize the impact of their removal. 

Nodes in the network with a higher degree of connections typically hold significant control over the entire 

supply chain due to their extensive collaborations with other enterprises. Nodes with greater closeness centrality are 

closer to other nodes, indicating strategic positioning within the network. Additionally, nodes that represent 

influential companies with substantial capital capacities can have a profound impact on the supply chain if they go 

bankrupt. This research selects initial businesses for disruption based on different attack strategies, which helps us 

better understand how different types of disruptions affect the automotive SoC supply chain during cascading events. 

Based on these various network attack strategies, we employ different disruption methods to simulate how risk 

propagates in the automotive SoC supply chain. We consider the risk of cascading failures in the automotive SoC 

supply chain under the influence of multiple external coupling factors and have designed the following two supply 

chain disruption risk models: 

(1) RC-IDM 

In the process of disruption spread, the enterprise will locate between state of operation and disruption, so that 

we define the state of enterprise range from 1 and 0, 1 denotes that the firm is absolutely disruptive and 0 denotes 

the firm is operating normally. In real world, it’s utterly lethal for firms when their capacity is decreased into 50% 

than initial capacity. Thus, we set 0.5 as the threshold value to and observe the global changes in automotive SoC 

supply chain network. 

We definite the formula to update the state of SoC firms: 

 (( ) ( ( )) ( (1 ( ) )) )i i i j j it s t ss t s s t t       − + − − −= − −   (4) 

where ( )is t   denotes the state of firm i   and it ranges from 0 to 1,    denotes the influenced coefficient of all 

neighbor firm nodes, and    denotes the influence from single neighborhood, and the    denotes the recover 

coefficient of firm node i ,   denotes the delay operator, normally is 1 ,   denotes time gap. 

Pseudocode of RC-IDM 

1 Choosing *n p  nodes to failure under specific network attack strategy, and signed (1,2,1, , * )is i n p = , 

neighbor nodesj inn  ’  

2 For each time step: 

3   For node in  in SoC supply chain network: 

4     if ! 1is = : 

5        (( ) ( ( )) ( (1 ( ) )) )i i i j j it s t ss t s s t t       − + − − −= − −  

6     else: 

         ( ) ( 1)i is t s t= −  

7 Calculate 0.5),(
i

is
n

s



 at each time step as affected ratio 

9 Return affected ratios and timesteps 

(2) RT-IDM 

In real world, the enterprises normally have two strategies: 1) transfer strategy: transferring the risk to its 

neighbor firm nodes; 2) absorb strategy: undertaking the risk by their self. It will be alive in short time once the firm 

choose transfer strategy, however, the disruption risk will be increased rapidly in next time step because the 

possibility of the firm is closely relevant to its neighbor firm nodes. 

The disruption possibility of the enterprise is defined as:   
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where ( )js t −  denotes the firm node’s state at time of t − . 

Pseudocode of RT-IDM 

1 Choosing ln   nodes to failure under specific network attack strategy, and signed (1,21 , , ),i ls i n =  , 

neighbor nodesj inn  ’  

2 For each time steps: 

3   For node in  in SoC supply chain network: 

4     if ! 1is = : 

5       if strategy 1: 
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7          judge the state of node i
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failurep  

8          if ( ) 1is t = : 
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10           for node
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11             ( ) ( ( ), )
jj j
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12 Calculate ,( 1)
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 at each time step as affected ratio 

13 Return affected ratios and timesteps 

If the firm node chooses transfer strategy, its capacity will be reset as: 

 ,( ) ( ( ) )i ic t m x ca c t c= − −   (6) 

If the firm node chooses absorb strategy, the capacity of its neighbor firm node j  will be reset as: 

 ( ) ( ( ), )
jj j

c ct max c t c = − −   (7) 

where ( )ic t  denotes the capacity of firm node i
n  at time of t , and c  denotes the minimum capacity, j  denotes 

the attenuation coefficient for neighbor firm node 
jn . 

4. Empirical Results and Analysis 

In this section, we take the SoC supply chain in China as an example to illustrate the application of OSKEC-

IDM framework in construction, typological analysis, and disruption simulation of supply chain network.  

4.1 Supply Chain Data Sources 

Open domain includes numerous relevant text information about automotive SoC industry and we collect open 

domain data from professional research reports and websites using a data scraper. The primary sources we targeted 

include two leading websites within the Chinese automotive industry : (1) https://www.autohome.com.cn and (2) 

https://auto.gasgoo.com. Regarding the professional database, we use CSMAR (China Stock Market & Accounting 

Research) and Wind as the supply chain data source. CSMAR database provides comprehensive and reliable data 

of top 5 suppliers and clientele pertaining to Chinese listed companies in Chinese SoC industry from 2002 to 2020, 

and Wind database provides customer and supplier data disclosed by more than 20,000 companies in the A-share 

and Hong Kong stock markets, then we use the data related Chinese automotive SoC from 2000 to 2020. 

4.2 Network Construction 

The OSKEC approach combines open domain information with professional databases in Chinese automotive 

SoC industry, confronting the challenge of limited access to confidential supplier information. In the end, it identifies 

7,784 firm entities and 8,576 triplets within the Chinese automotive SoC industry. Each triplet represents a 

cooperative relationship between two firm entities, which lays a solid foundation for supply chain network 

construction and analysis. 

The evolution of triplets is shown in Table 1, which provides a summary of the basic statistics of the supply 

networks including number of nodes, number of edges, characteristic path length (the average shortest path length 



between a pair of nodes), diameters (the maximum of shortest path length between any two nodes), and modularity 

(the metric to measure the cluster degree of node communities). 

In investigating the dynamics of interaction and disruption within the automotive SoC supply chain, focusing 

on the network's largest connected component effectively isolates and disregards solitary nodes—suppliers or entities 

characterized by limited interconnections within the network. Consequently, it accentuates the supply chain's nucleus, 

which is paramount for supply chain operational dynamic analysis. Moreover, it simplifies the supply chain's 

complexity, facilitating the identification of opportunities for enhancement, risk reduction, and optimization[46,48]. 

Therefore, supply chain network within the subsequent discussion denotes the largest connected sub-network 

identified within the integrated triplet network, which contains 1,369 nodes and 2,241 edges. 

Tab 1. Basic network statistics. 

 Number of nodes Number of edges Average Path length Diameter Modularity 

Basic triples 6,579 1,995 5.70 17 0.72 

Matched triplets 6,469 1,983 5.37 15 0.68 

Integrated triples 7,736 2,476 5.36 14 0.71 

Visualization of the supply chain network is shown in figure 5. The size of a node is proportional to the 

corresponding firm's size, measured by degree of node, and the color of a node represents the network cluster 

(generated with Louvain cluster algorithm[49]) the node belongs to. Utilizing the Louvain algorithm, each firm within 

the automotive SoC supply chain network is allocated to its corresponding community. This method facilitates the 

identification of modular structures within the supply chain, enhancing our understanding of the intricate 

relationships and interdependencies among firms in the automotive SoC ecosystem. 



 

Fig.7 Automotive SoC supply chain network in China market. 

4.3 Topological Analyses 

Numerous networks exhibit scale-free characteristics, including global trade network[50], social networks[51], 

human disease network[52] and the Internet[53]. We also discovery that the automotive SoC supply chain network in 

Chinese market also exhibits these scale-free features with complex typologies. A small number of firms with large 

degrees dominate, while numerous nodes have a small degree, indicating that certain core firms hold significant 

positions in the automotive SoC supply chain. In other words, most nodes in the network have few neighbors, while 

there are few nodes with many neighbors. We also observe a similar trend in registered capital distribution when 

plotted on a log scale of frequency, with the unit of capital being ten thousand. This clearly indicates the presence of 

some firms in a monopolistic position, around which numerous other firms are clustered within the Chinese 

automotive SoC supply chain.  

Previous studies showed a supply network with scale-free distribution is usually robust against random failures 

but is more fragile when important high degrees are attacked[2,14]. We will evaluate this later in our simulation 

analysis. 



 

Fig.8 Degree and capital distribution. 

In the analysis of automotive SoC supply chain network, registered capital of an enterprise is as a measure of 

its influence within the network in the real world. By analyzing the correlation between a firm's degree of 

connections and its registered capital, we have identified that the correlation between these factors is extremely weak. 

This observation underscores the differentiation between capital and connectivity as indicators of influence within 

the supply chain: while capital denotes tangible influence, the degree of connections underscores a firm's strategic 

positioning within the network's architecture. As shown in figure 9. 

 

Fig.9 Correlation of network features. 

Furthermore, our investigation sheds light on intriguing phenomena within the network's topological structure. 

Notably, nodes representing firms with extensive connections also exhibit high betweenness centrality and PageRank 

values. Betweenness centrality quantifies the extent to which a node presides over the shortest paths traversing other 

nodes, essentially gauging its role as a conduit or linkage across disparate sections of the network. The PageRank 

algorithm, a seminal contribution by Google, assesses the significance of nodes within the World Wide Web[54].  

Moreover, a strong relationship indicating that nodes serving as hubs (connecting to many high-quality nodes) also 

have high eigen centrality scores, reinforcing their central role.  

The intertwined nature of metrics such as Degree, PageRanks, BetweennessCentrality, and Eigencentrality 

intimates that the most central nodes wield considerable influence over the interaction behavior and disruption 

process. These central nodes emerge as vital cogs within the supply chian network, indispensable to the supply 

chain's operational efficiency and resilience. The observed positive correlations between local clustering indicators 

(Clustering, Triangles) and overarching centrality metrics (BetweennessCentrality) suggest that nodes embedded 

within densely interconnected groups can assume significant roles on a broader network scale. The consistent 



negative correlations between "Capital" and other network metrics might indicate that resources (as defined by 

"Capital") are not necessarily held or controlled by the most connected or central nodes. This observation highlights 

a key characteristic of the automotive SoC supply chain network: companies with substantial capital may provide 

services or products to a select group of enterprises consistently, while the majority of nodes with numerous 

connections might possess only moderate resources. This phenomenon suggests a strategic distribution of resources 

or a balancing mechanism within the network, where nodes positioned less centrally hold significant resources, 

which helps mitigating risks or decentralizing control. 

4.4 Interaction and Disruption Analysis 

The typological structure of supply chain greatly determines the impact degree of disruption, therefore, supply 

chain structure parameters are considered to have a crucial impact on the resilience of the entire supply chain[55–57]. 

Through stimulating interaction and disruption process in Chinese automotive SoC supply chain network, we find 

that the percent of disruption in the supply chain will increase slower if enterprises have a strong self-recover ability, 

which enlighten the firms to strength their initiative ability. Figure 9 illustrates the proportion of affected firm nodes 

under HAD, HCA and HIA strategy in RC-IDM, the initial parameters are set as 0.5 = , 0.1 = . 

 

Fig.10 The proportion of affected firm nodes under HAD, HCA and HIA in RC-IDM.  

If the enterprises have strong innovation capabilities, then in the event of a disruption, the whole supply chain 

will not only avoid being compromised, but it may even recover and thrive with a stable state. As shown in Figure 

10,  We calculate the critical recovery ratio by dividing   by  , find the whole automotive SoC supply chain could 

maintain function well if critical recovery ratio is more than 0.4. This gives a significant insight that anti-risk 

capabilities enable the entire supply chain to not only avoid detrimental impacts but also to potentially recover and 

thrive in the event of an unexpected setback, such as supply shortages or technological changes. Enhanced anti-risk 

ability leads to greater adaptability and resilience, allowing these enterprises to quickly devise and implement 

effective solutions. Consequently, the supply chain can maintain or even improve its efficiency and stability. This 

resilience can manifest in faster recovery times, the introduction of new and improved products, and stronger 

competitive positioning in the market. Thus, a focus on strengthening innovation capacities is crucial for sustaining 

long-term health and success in the dynamic environment of the automotive SoC industry. 



We also observed that a sudden transition often occurs within the cascade interruption process of the entire 

supply chain network under the HDA and HCA strategies, particularly when there is a significant disparity between 

the destructive capabilities of larger neighbor firm nodes and the recovery abilities of smaller firm nodes. This 

indicates the presence of a critical threshold in the automotive SoC supply chain. Before this threshold, the overall 

damage to the network remains relatively minor. However, the network rapidly approaches collapse once passing 

this point. These insights are crucial for policymakers to regulate the entire automotive SoC supply chain at a macro 

level to prevent network collapse. Additionally, at a micro level, enterprises can enhance their resilience by bolstering 

their innovation capacities and engaging in horizontal or vertical alliances, thereby reducing dependence on their 

upstream and downstream supply chain partners and better mitigating potential disruptions throughout the supply 

chain. In Figure 7, there a weak correlation between corporate capital and certain characteristics of enterprise nodes. 

Under the HIA strategy, the propagation of risk across enterprises is relatively stable, with less pronounced sudden 

changes at the critical point. This aligns with the scale-free nature of the automotive SoC supply chain, where a few 

enterprises with substantial capital occupy significant positions, while the importance of other enterprises tends to 

be similar. 

In RT-IDM, we compare the ratio of disrupted nodes to total nodes across different attack strategies. We find 

that when enterprises adopt absorb strategy — actively managing risk from supply chain partners rather than 

dispersing it among the remaining partners — the disruption process within the entire supply chain slows down. 

Conversely, if the enterprise transfers risk to its partners, the supply chain quickly reaches a state of paralysis. Under 

a random strategy, where each surviving enterprise has a 50% chance of choosing absorb strategy and the remaining 

probability of choosing transfer strategy, the speed of disruption in the supply chain network is relatively mitigated. 

 

Fig.11 The proportion of affected firm nodes under community leader HAD, HCA and HIA in RT-IDM.  

When we focus on the changes of registered capital of all firm nodes within supply chain network, some 

interesting phenomena emerge. Under three different attack strategies, the global trend in registered capital changes 

is similar. The global registered capital of the entire network decreases rapidly in the short term once absorb strategy 

is chosen, but as time progresses, the rate of decrease gradually slows down. On the other hand, although the initial 

rate of decrease is slower under transfer strategy, the rate of decline accelerates significantly in the mid-term. This 

indicates that with transfer strategy, as cascading risks propagate, the collapse speed of the registered capital of entire 

supply chain network also increases rapidly. As shown in Figure 12. 



 

Fig.12 The proportion of automotive SoC supply chain capacity under community leader HAD, HCA and HIA strategy in CPDM. 

The analysis above enlightens us that enterprises in Chinese automotive SoC industry field should consider 

absorbing a portion of the risks themselves rather than simply transferring them to other supply chain partners under 

specific situation. This approach can enhance the inherent resilience and stability of the entire supply chain, thereby 

reducing the risk of disruptions when external shocks happened. 

5. Conclusion and Discussion 

Sharing supply chain information across organizational boundaries in a rational and effective manner is crucial 

for enhancing enterprise decision-making and collaboration ability, especially in some specific industry fields such 

as automotive SoC. There are few studies to explore the collection and process of the Chinese supply chain data on 

open domain data, and most supplier data in professional database exists data lacking and anonymous supplier 

problem. Consequently, numerous studies rely on simplified and assumption-based simulated supply chain models, 

which struggle to completely encompass the complex dynamics, unpredictability, and variability of actual supply 

chains. This often leads to a disparity between theoretical results derived from simulations and the practical outcomes 

seen in real-world phenomenon. Open domain and professional database contain massive corpus related to supply 

chain knowledge including the firm name and the cooperative relationship between two enterprises, which are 

appropriate data source for named entity recognition and relation complement task. Overall, many studies overlook 

the relationship between real-world data and synthetic data. Even when utilizing real-world data, most is extracted 

directly from professional financial or stock databases. However, issues such as data scarcity, anonymous suppliers 

persist, and there remains a lack of truly effective methods for collecting real-world supply chain data and simulating 

interactions and disruptions. 

In this research, we introduce an OSKEC-IDM framework for supply chain network construction and cascade 

failure simulation amidst limited information availability. Empirical Chinese automotive SoC supply chain triplets 

are obtained from both open domain and professional database. In detail, we utilize NER and data scraping 

techniques to gather crucial data from industry-leading websites, CSMAR, and Wind. This data is used to create a 

foundational dataset of firm entities. Then cross-domain transfer learning is used to mitigate data scarcity, KG and 

Levenshtein distance calculations for relationship mapping and entity similarity assessments. The connections 

between these entities are enhanced using inference technology, which aids in expanding the network scale of the 

supply chain. The characteristics of the supply chain network are then analyzed. Following this, two Interaction 

Models, namely the RC-IDM) and RT-IDM, are developed to simulate the complex behaviors of Chinese automotive 

SoC enterprises.  

This research contributes to the understanding the structure of supply chain networks, particularly in contexts 

of scarce resources. Using the Chinese automotive SoC industry as a case study, we observe that its supply chain 

network demonstrates scale-free characteristics. Additionally, there is a noticeable similarity between the distribution 

of network degrees and registered capital. We further analyze the correlation among classic network indices and 

delve into the reasons why certain indices display either weak or strong correlations. This analysis helps to elucidate 



the underlying structural and functional dynamics of the Chinese automotive SoC supply chain network. In RC-IDM, 

to counteract the effects of disruption spread, an enterprise can bolster its anti-risk capabilities to maintain global 

stability within the real-world network. Furthermore, it is identified that the critical ratio of recovery ability to the 

influence of neighboring firm nodes is 0.4. This ratio is essential for ensuring that the government could effectively 

manage disruptions and sustain the industry supply chain operations. Subsequently, we discuss the proactive 

strategies that enterprises could adopt to bolster resilience of the whole supply chain against disruptions. When the 

risk absorption strategy is adopted, by proactively managing risks from supply chain partners instead of distributing 

them among other partners, the disruption process within the entire supply chain decelerates, and the global 

registered capital experiences a rapid decline in the short term, but this rate of decrease gradually moderates over 

time. In contrast, if an enterprise opts to transfer risk to its partners, the supply chain rapidly approaches a state of 

paralysis; meanwhile, the initial decrease in registered capital occurs at a slower pace, but the rate of decline 

significantly accelerates during the mid-term. 

The findings of this study underscore the critical importance of risk management strategies, especially in 

complex and interdependent supply chain environments. Such results offer a fresh perspective on supply chain 

management, particularly in formulating more effective risk management and mitigation strategies. By 

implementing more flexible and responsive risk management strategies within the supply chain, enterprises can not 

only protect themselves from severe financial losses but also contribute to the stability and development of the entire 

industry. Future research should further explore how to optimize risk-absorption and risk-sharing strategies to 

enhance the supply chain's adaptability to future uncertainties.  

However, there are significant challenges in obtaining precise data due to the dynamic nature of supply chain 

information. We must acknowledge that it is not feasible to capture all supply cooperative data from open domains 

or professional databases but we could the data as much as possible to describe the real-world collaboration. 

Additionally, the IDM model needs to incorporate more real-world scenarios and provide a comprehensive analysis 

of the automotive SoC supply chain network to enhance its effectiveness and relevance. 

All in all, this study not only opens new vistas for Automotive SoC supply chain management, providing a 

universal strategy for constructing supply chain network but also lays a scientific foundation for assessing the 

resilience of supply chain networks under cascade failure impacts. 
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